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WIRE FRAUD: 
7 WAYS TO PROTECT YOUR CLI ENTS FROM  

AN ONGOI NG THREAT

As the real estate industry becomes more 
reliant on technology, the dark flipside is that 
cybercrime continues to become more 
prevalent. According to the FBI’s Internet 
Crime Report 2021, there were $6.9 billion in 
victim losses in 2021, more than 2,300 
average complaints received daily and more 
than 552,000 complaints received that year.

Wire fraud losses occur in large measure due 
to more hackers who gain access to email 
accounts and send perceived buyers fake 
emails that look like they’ve been sent from 
their agent, attorney or title representative. 
These fraudulent emails inform the recipient 
that there are ‘new’ wiring directions and 
instruct the unwitting buyer, agent or 
company to wire their closing funds to a 
different account – invariably the hacker’s 
account – where the funds are lost forever.

What can you do to caution your clients about 
wire fraud scams and how to avoid them?

• Inform clients early about your email and 
communication practices. Alert them to 
the possibility of fraudulent activity. Make 
sure they understand what you will, and 
will not, send or request via email.

• Reaffirm that with a written warning built 
into your email signature and/or a 
disclaimer at the bottom of your emails, 
stating you will never discuss personal 
financial information via email.

• If the client needs to engage in a wire 
transfer, tell them to call you immediately 
prior to the transfer of funds to confirm 
they are sending money to the correct 
account.

• Ask buyers and sellers to be alert to 
suspect emails and call you for verification 
if they receive a questionable 
communication.

• Avoid and ask your clients to avoid free 
Wi-Fi with no firewall to protect against 
hackers looking for passwords or other 
sensitive information.

• Use strong passwords and change them 
regularly and advise your clients to do so. 
It might be a good idea to change their 
password just before wire instructions are 
sent.

• Be sure to follow protocol with every 
transaction. You can build in safeguards, 
but if you don’t follow protocol, it’s like 
leaving the barn door open.

October is National Cybersecurity Month, and 
as your title partner, we’re here to maintain 
the appropriate security measures and to 
ensure that your clients’ private information is 
protected.


