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PROTECTING YOUR CLIENTS FROM 
RANSOMWARE INCIDENTS

A report released by the Financial Crimes 
Enforcement Network (FinCEN), reveals 
the number of ransomware-related attacks 
in the U.S. increased dramatically in the 
second half of 2021, continuing to pose a 
significant threat to national and economic 
security and to specific industries 
nationwide. 

According to the analysis, filings related to 
ransomware attacks increased 188 percent 
over 2020 numbers.

Specific to the title industry, a recent 
survey by the American Land Title 
Association (ALTA) showed that 
cyberattacks targeting title and settlement 
companies remained the same or 
increased only slightly over the past year.
Still, ALTA joins all industries committed to 
helping its affiliates understand and 
protect against ransomware sabotage. 

What is ransomware?

• It’s malicious software that encrypts a 
victim’s files and holds the data hostage 
until a ransom is paid. 

• Some ransomware groups have adopted 
new extortion tactics – such as threatening 
to publish stolen data – if ransom demands 
are not met.

What can be done to detect and mitigate? 
• Intrusion detection systems and security 
alert systems can enable blocking or 
reporting of suspected malicious activity.
• Brush up on the basics of preventing wire 
fraud and avoiding ransomware in 
Anywhere Integrated Services Fraud 
Prevention Center. 
• Review red flag ransomware indicators 
noted in FinCEN’s ‘Advisory on 
Ransomware and the Use of the Financial 
System to Facilitate Ransom Payments,’ 
issued in November 2021.
• Contact law enforcement immediately 
regarding any identified ransomware 
activity. Report it to:

- The Cybersecurity and Infrastructure 
Security Agency (CISA) at 888-282-0870 
or www.cisa.gov/stopransomware 

- Your local FBI or U.S. Secret Service field 
office or the FBI’s Internet Crime 
Complaint Center at www.ic3.gov

- The Office of Foreign Access Control          
(OFAC) at Ofacfeedback@treasury.gov if      
you suspect the cyber actor demanding 
ransom has a U.S. sanctions nexus

In a continuing effort to help protect title 
and settlement companies, ALTA will host 
free webinars focused on skills and tools 
that should be put in place to increase 
cyber safety and risk management in 2023. 
You can register on the ALTA website to 
participate in an upcoming webinar.

http://www.ic3.gov/
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